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For 5G service from LEO satellites, Doppler shift and jamming pose challenges. Hence, in this research,
we will be investigating 5G waveforms from the following perspectives:
• The impact of Doppler shift caused by LEO satellite mobility on 5G waveforms
• The impact of jamming on 5G waveforms

BACKGROUND:
“LEO Satellites will play a key part in extending
cellular 5G networks to air, sea and other
remote areas not covered by small cell
networks. For the end-user, satellites offer a
seamless extension of 5G services from the city
to airplanes, cruise liners and other vehicles in
remote locations.” (Source: Nokia)

The goals are
• Develop methods for estimating the Doppler shift and recovering the signal
• Investigate waveforms with Low Probability of Interception d and Low Probability Detection
Characteristics

METHODS:

Error Vector Magnitude

One Frame of a 5G Waveform

• Build a MATLAB/Simulink model for a round
trip (uplink, downlink, and intersatellite link)
for 5G service from LEO satellite
constellation.
• Analyze waveforms along the path (In/out
@UE, @gNb, @gateways).
• Measure/Estimate key performance
indicators including latency and, Doppler
shift, and throughput.
DETAILS

Layered Non-terrestrial Communication Architecture
Power Spectrum of the Above
Frame

• Generate IQ data using Gen_Test.m , a tool
created by Intel.
• Create channel model using MATLAB
Satellite Communication Toolbox.
• Once the channel is configured to simulate
a satellite-ground connection, generate,
aggregate, demodulate and analyze 5G
UL/DL carriers
• Measure performance of the
communication link at various SNRs, carrier
numerology, and CPs
• Send the same 5G signals over the air using
the same IQ data as Software-Defined
Radios, to gain insights into how the nonterrestrial channel affects waveforms and
the information they carry.

John-Lucas Welch (Graduate Student)
and Kamesh Namuduri (Professor)
University of North Texas
Power Spectrum of Carrier Aggregation

Power Spectrum of Demodulated Waveform
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GAN-based Synthetic Image
Generation and Data
Augmentation for Damage
Estimation
Yan Lu

Classification Models
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•

Research Assistant Professor
Old Dominion University

•

Trained the multi-scale hierarchical model layer-wisely and generated
synthetic images of different scale of resolutions.

•

Compared the classification results by using the synthetic images with
the traditional approaches in different input sizes with different
classification models.

BACKGROUND:
 A sufficiently large dataset is essential to
effectively train a deep learning model
 The dataset should not only be sufficiently
large but also should cover as much data
variations as possible to balance the
classes, reduce over-fitting and improve
the classification performance

Developed an unconditional multi-scale generative model which could
learn from one single natural image and generate high-quality and
diverse samples that carry the same visual content as the original
images.

FCNs

CNNs

 Large datasets are not easy to obtain due
to 1. privacy or copyright issues; 2. high
cost and time-consuming; 3. weather
Impact; 4. status of the satellites
METHODS:
 Traditional image translation for data
augmentation:
Rotating, scaling, flipping, adding noises,
oversampling the minority classes in the
imbalance dataset

Mask R-CNNs

 Proposed method: to apply Generative
Adversarial Network (GAN)-based data
augmentation and generate synthetic image
samples

Collaboration:
Yan Lu, Old Dominion University

 Train a hierarchically stacked GAN structure
for generating synthetic training samples
from one single nature image

Erika Ardiles-Cruz, AFRL
Philip Morrone, AFRL
David, Ferris , AFRL

RESULTS:
• Generated realistic synthetic images from
one single natural image as training sample
• Improved the damage classification and
segmentation performance and assisting
the damage assessment and quantification
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Data and Communication-Efficient
Multiresolution Machine Learning
Methods for UAV-based
Spatiotemporal Monitoring
Phase-1:
Data-efficient, UAV-based
monitoring of an unknown,
correlated spatial signal
Hadi Alasti
Associate Professor
School of Polytechnic
Purdue University Fort Wayne

BACKGROUND:
Estimation of spatially correlated physical
quantities, such as temperature is important in
environment monitoring, smart agriculture,
etc.
• Tractable, data and energy efficient
solutions are required for monitoring using
drones.
• Machine learning algorithms are proposed.
METHODS:
• Compressed sensing of the spatial signal: the
spatial signal is reduced to its contour lines.

AMMO BAR:
 Assumptions:
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 The spatially distributed quantity varies
slowly (in comparison to data collection
and processing speed).

This research presents a data-efficient
approach for monitoring an unknown spatially
correlated distributed quantity, using drones
with limited battery-life.
The approach models the slowly varying
spatial signal using its iso-contour lines, and
stochastic gradient descent algorithms are
used in selection of the contour lines at given
levels for dispatching the drone(s). A focusedmode monitoring allows efficient, detailed
exploration in zones of interest, with multiresolution objective, directed at fusion center.

 Each drone is equipped with proper
sensors and localization equipment.
 Each drone has proper wireless
communication facility to communicate
with a fusion center.
 The spatial signal can be modeled using
equally-spaced, or weighted contour
levels.
 The approach is data efficient, because:
 Drones only explore the contour lines.
 A number of contour lines might be
dropped before exploration, during the
convergence steps of the algorithm.
 The pace of the algorithm is controlled
non-uniformly, using stochastic gradient
descent.
 Area exploration depends on the required
resolution in selected zones, and complexity
of the spatial signal.
 In focused-mode, the exploration zones can
be selected in an unorthodox way, as the
following figure illustrates.

• Stochastic gradient descent algorithms are
used for efficient selection of the number of
contour lines.
Errork: iteration error & θk: # contour increment
• Focused-mode monitoring is proposed for
efficient multi-resolution spatial monitoring.

Dr. Hadi Alasti, Purdue University Fort Wayne
Dr. C. Tyler Diggans, AFRL

RESULTS:
• Exploration, based on computer simulations
show that the proposed approach can be
tractable.
• The focused mode exploration allows to
zoom on desired zones, after an initial large
scale monitoring.

Dr. Lee M. Seversky, AFRL
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Scalable quantum photonic state
engineering using integrated
silicon nanophotnics
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Edwin E. Hach, III

Optimizing measurements made on the
“control” modes in the diagrams below will
result, quantum mechanically, in possibly
interesting states in the target modes. We
refer to devices in this category as
“Entanglement Presses” for their potential to
generate highly entangled states for
applications in quantum information science

Associate Professor of
Physics
Rochester Institute of
Technology
BACKGROUND:
• Integrated nanophotonics allow for easy
fabrication of scalable linear optical devices
• Our work is intended to find quantum
advantages through careful analysis and
design
• We collaborate closely with experimental
and engineering teams in trying to realize
practical quantum systems

METHODS:
• We model simple linear optical systems in
an inherently scalable architecture using the
methods of theoretical quantum optics
• We propose, design, and optimize photonic
circuit elements for deployment in devices
or gates for quantum information
processing
• We use isometric (state-reductive)
techniques associated with measurementinduced nonlinearities to generate quantum
states needed for the function of these
devices or gates
RESULTS:
• Predicted existence of Hong-Ou-Mandel
Manifolds from double-bus MicroRing
Resonators (db-MRRs) and series array of
them; currently designing experiment to
detect them
• Generalized quantum input/output model
to arbitrary arrays of MRRs – currently
studying the multi-mode “Entanglement
Press” (see graphic)

T

Peter L. Kaulfuss, Paul M. Alsing, A. M. Smith,
Joseph A. Monteleone, and EEHIII

This study will require
powerful optimization and
search techniques for which
we are formulating
experimentally viable rules of
constraint
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Complex Human Event
Recognition and Detection
Qiang Ji , Professor,

• Evaluation results

Normal event
recognition &
abnormal
event detection
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Overview of the proposed framework for human event recognition

Rensselaer Polytechnic
Institute
BACKGROUND:
• Automatic video-based human event
analysis and recognition is important for
many military functions, including
intelligence collection, reconnaissance, and
military facility protection.
• Existing vision systems focus on simple
human actions, typically from a single view,
often in 2D, deterministic, purely data
driven, and require significant data
annotations.

Prior knowledge and physics based 3D
body reconstruction

Geometry and physics based human
action and gait recognition using
spatial temporal GNNs

• Human activity and action
recognition at RPI

METHODS:
• 3D body skeleton reconstruction from a
monocular video using prior knowledge
and physics laws without any 3D
annotations.

https://sites.ecse.rpi.edu/~cvrl/HumanActionActivity/HumanActionActivity_index.html

• Video demos of 3D body reconstruction
https://youtu.be/UswZElQQCIs

• Primitive action recognition from 3D
skeletons using both physics and geometry
features
• Event recognition and abnormal event
detection using probabilistic transformer
RESULTS:

Complex human event recognition and abnormal event detection
with probabilistic transformer

• The proposed prior knowledge and physicsbased 3D body reconstruction outperforms
data-driven SOTA methods in data-efficiency
and in generalization across datasets and in
the in-the-wild datasets.

Qiang Ji, Hongji Guo, and Yufei Zhang
Rensselaer Polytechnic Institute
Alex Aved, Collen Roller, and Erika Ardiles
Air Force Research Lab, Rome, NY

• Geometry and physics based joint human
action and gait recognition is more dataefficient and generalizes better than
geometry-based methods alone.
• Probabilistic transformer can capture complex
human events , allowing to recognize normal
events and to detect abnormal events
without any annotations of the abnormal
events.

Authors and Collaborators:
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Deterring Deepfake Attacks with
an Electrical Network Frequency
Fingerprints Approach
Yu Chen, Ph.D.
Associate Professor
Binghamton University
ychen@binghamton.edu
BACKGROUND:
 Deepfaked video, audio or photos are highly
disturbing and able to mislead the public,
ruin social trust, and raise significant
challenges in policy, technology, social, and
legal aspects.

Key Technical Components:
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Using the ENF fingerprints embedded in media
recordings through artificial power sources,
the integrity of the recording can be verified in
both the spatial and temporal domains.

Figure 3. Workflow of Singular Spectrum Analysis (SSA)
algorithm using ENF signals and the correlation
coefficient.

 Developing “better” ML-based detector is
“Fighting fire with fire”, which leads to an
endless AI arms race.
 A most recent case:

Figure 4. Illustration of the architecture of the system for
deterring deepfake attacks at the edge network.

METHODS:

Authors & Collaborators:

 Authenticate the video, audio, and photos
using Electrical Network Frequency (ENF)
signals as fingerprints

Deeraj Nagothu – Binghamton U., PhD Candidate
Ronghua Xu – Binghamton U., PhD Candidate

 ENF is a frequency fluctuation in the main
power supply within each power grid
 ENF signal is embedded in digital media
recordings due to electromagnetic
interference in AC powered devices
RESULTS:
 The inconsistency in ENF fingerprint enables
an effective, accurate detection of deepfake
attacks on video, audio, and photos

Nihal Poredi – Binghamton U., PhD Student
Figure 1. Deepfake detection in audio and video recordings by ENF
signal comparison with RFA enhancement. This figure shows the drop
in the correlation coefficient of the audio and video deepfake
recordings where the ENF was estimated from the Robust Filtering
Algorithm (RFA) enhanced harmonics. For the video deepfake, the
whole recording was swapped with an alternate trained face model,
and this resulted in a drop in the overall correlation for the whole
video. For the audio recording, a partial deepfake recording was
generated and appended to the original recording.
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Figure 2. An example of SSA detection on deepfake attack scenario.
It shows how Singular Spectrum Analysis (SSA) algorithm identifies
suspicious activities. We simulated attack scenarios that inject fake
multimedia streams in attack ranges 200--240 and 400—430
seconds. Owing to the randomness and unpredictability of the ENF
in streams, the injected audio or video streams demonstrate a very
low ENF coefficient score by compared with the ground truth ENF.
As a result, multimedia streams in attack ranges have the detection
score Wn higher than a threshold h, and they will be marked as
suspicious. Instead of relying on the experimental threshold of 0.8
used to compare the correlation coefficient factors, here, we rely
on change-point detection of the SSA decomposition, where a
structural change is detected if Wn > h.
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Data and Computing Efficient
Damage Classification for Human
Assistance and Disaster Response
and Situation Assessment

Jie Wei, Professor
Weicong Feng, student
Dept. of Computer Science Dept. of Computer Science
City College of New York
City Univ. of New York
BACKGROUND:

The importance of situational assessment and awareness
(SAAW) becomes increasingly evident for military operations in
today’s warfare and humanitarian assistance and disaster
response (HADR), such as battlefield awareness, disaster
assessment, critical region monitoring, and surveillance
control. It is of crucial importance to develop Artificial
Intelligence and Machine Learning (AI/ML) methods that are
efficient, robust and explainable.
METHODS:

Two crucial algorithms are developed:
1.

Pixel-wise damage classification for the satellite
imagery using transfer learning (ResNet5) and
DeepLabV3+ backbone using information fusion and
generative adversarial network (GAN) enriched data

2.

Global patch based object damage classification
using contrastive learning approach to tell apart
regions with or without damages.

RESULTS: AI/ML for pixel-wise damage classification

Results:
Pixel-wise damage level semantic segmentation results:

Challenges: Buildings are mostly sparse (overall ~95% are non-building), only labels on buildings are needed and buildings, unlike
most objects such as human faces, are lacking in textures
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Contrastive Learning patch-based damage evaluation
performance. Embedding scatter plots of no damage (left, red
points) and with damage (right, green points)

Objectives: 1) Data efficiency: reduce the image resolution (1024512, sometimes even 256) and number of training data volume,
transfer learning is needed; 2) Computing efficiency: reduce RAM and GPU demand to fit in a normal laptop by paying special
ATTENTION to regions of interest in the overhead imageries
Innovations:
1)

2)

For pixel-wise dense classification, contrastive learning (CL) is super computational demanding; furthermore, the sparseness
of the buildings whose labels need to be evaluated makes it hard for CL to pay attention to these crucial regions, instead of
taking pre- and post-disaster imageries, we combine and stress the building region from the two matching images and encode
into one image using the following conditional probability: P(Y|X, C)=Y if C in background, and P(Y|X, C)=Norm(Y-X) if C in
foreground, the MAP of this formulation is the actual semantical segmentation by our ResNet50 and DeepLabV3+ Unet
committee, the classification F1 score we are able to achieve is 0.697, beating our own winning CL based method (0.674) by
>2% gains, which was the best F1 in 2022 AFRL/U Wisconsin-Madison Overhead Imagery Hackathon for 512x512 resolution.
To better transfer to more practical applications, locally evaluate the damage level of an interested patch centered on the
building and/or object is of more interest. CL’s immense recognition prowess can be fully exploited to attach buildings of
similar damage levels and push away those with different damage levels for the entire patch. The local patches of resolution
64x64 of each building are formulated in 2 different classes: with damage or without damage, a CNN-based CL is trained to
embed the patches to a low-dimension vector, a simple classification such as Support Vector Machine or manifold learning tSNE is then used to classify the damage designation of each patch. The F1 score based on XVIEW2 dataset is 0.935, the best to
our knowledge.

Significance: Our special emphasis on the data and computing efficient and solutions with high performance to evaluate damage
level classification will make it possible to use this system on-site/in-field in real-time in HADR efforts and situation assessment of
practical use. The generalities of the algorithms make it possible to be easily transferred to other HADR/military use. The valuable
performances we achieved by combining the concept of attention to sparse foreground and various deep learning approaches such
as transfer learning, U-net, contrastive learning and information fusion.
Remarks: More self and semi supervised learning methods and attention-based transformers will be explored to futher improved
the performance of the damage classifiers for both lines of work.

Flow chart of the pixel-wise segmentation

Flow chart of the patch damage contrastive learning

Confusion matrix:

Collaborators:
Dr. Alex Aved, AFRL mentor
Dr. Erika Ardiles-Cruz, AFRL co-mentor
Dr. Erik Blasch, AFOSR
Dr. Philip Morrone, AFRL

Row 1: disaster satellite imageries; Row 2: ground truth
labeled by experts, red: no damage; green: minor damage;
blue: major damage; yellow: total damage; Row 3: labels by
our system
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Multi-user Detection Adopting Blind
Signal Separation with Data Injection
by Linear Interpolation in Multiantenna Wireless Receivers under
Highly Dynamic Channel Conditions
Tianyu Yang, Ph.D.
Professor,
Embry-Riddle
Aeronautical University
(ERAU), FL

Chengtao Xu
Ph.D. student, ERAU

Background:
To perform multi-user detection
via blind signal separation (BSS)
in MIMO wireless receivers in
dynamic channels, short data
blocks are necessary to maintain
quasi-stationarity for each block.
Yet, signal detection performance
degradation is inevitable with
short blocks.
Methods:
To achieve signal detection
performance enhancement, we
study the technique of artificial
data
injection
by
linear
interpolation in the received
signals to increase the effective
data block size. Important issues
are investigated, such as the
effects
of
source
signals’
modulation schemes, number of
source transmissions, the type
and amount of the artificial data
injected, etc.

INFORMATION INSTITUTE MISSION: Strengthen and expand information technology research, develop collaborative
relationships, and increase research emphasis in areas of information technologies for the Information Directorate.

In the context of multi-user detection through BSS in
QAM communication systems operating in dynamic
channels, we investigated the changes in the block of
signal’s probabilistic distribution after data injection by
linear interpolation is applied. Extensive computer
simulations confirmed the effectiveness of linear
interpolation in improving BSS signal detection
performance. In addition, our study suggested data
injection by sign reversal as another promising method
for signal detection performance enhancement.
For example, assuming four 256QAM co-channel
transmissions with SNR=3dB and exponentially varying
channels, the following figures show the improvements
in signal to residue interference ratio (SIR) and BSS
algorithm convergence speed, achieved through linear
interpolation using different amount of injected data.

Theoretical and simulation studies
confirmed the significant
effectiveness of data injection by
linear interpolation. Also, the
implementation issues studied
through simulations include:
• Speed/type of channel
parameters’ variation with time;
• Choice of data block size;
• Source signals’ modulation
scheme;
• Number of co-channel
transmissions;
• Level of noise in the channels;
• Amount of artificial data injected.
Other Related Research Interests:
• Self-interference suppression
and multi-user detection in
MIMO-OFDM and full-duplex
systems;
• Modulation classification and
channel monitoring in dynamic
spectrum access applications;
• Channel separation enabled
incremental learning with
applications to SIGINT.
Collaborators:
Mr. Douglas Smith, AFRL/RIGC
(VFRP Advisor);
Dr. Daniel Benincasa, AFRL/RIGC.
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Feature-Based Prediction of
Threats with Machine Learning
This research develops novel and existing machine
learning architectures for use in profiling asset
behavior, detecting anomalies and deviations from
expected behavior, and recommending countermeasures to protect friendly assets. The work
addresses five goals involving the development of a
highly adaptable system to manage large quantities of
asset data, a reporting structure enabling human
operators to better understand situational data and
potential threats to the system, and effective
recommendation of countermeasures.

Carolyn Sheaff
Mentor
USAF AFMC AFRL/RIED
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Machine learning algorithms can be utilized to
accurately predict satellite classifications and
determine anomalies in ephemeris data.

SATELLITE ANOMALIES:
There are several ways a satellite can be
considered as “anomalous”
• Showing behavior that’s statistically far from
others of its class
• Behaving like a different class of satellite
• A sudden change in trajectory

Anomaly Detection Results:

Sky Semone
M.S. Applied Math Student
Indiana University of Pennsylvania
Dr. Raj Ezekiel
Professor of Computer Science
Indiana University of Pennsylvania

Multiclass Classification Results:

BACKGROUND:

Space is more diverse and dangerous than ever before,
with the advent of commercial spacecraft, new forms
of communication satellites, and many countries
increasing their presence in space. This research
utilizes multiple machine learning principles and
algorithms to classify satellite behavior using
ephemeris data.

PRE-PROCESSING:
Satellite TLE data is gathered using the SpaceTrack API and ordered sequentially. Groups are
defined by constellation and by operational
function. Data can be classified as anomalous
through statistical methods or clustering, or if
its current motion is drastically different from
prediction from the SGP4 satellite propagation
routine. Further preprocessing includes
normalization and image conversion.

METHODS:

Clustering Results:

RESULTS:
• GANs and VAEs were effective in creating
synthetic TLE data
• DCNNs and GANs can be used to detect
anomalies in TLE data
• SVM categorized the ephemeris data in TLEs
• 91% for 6 classifications
• 82% for 33 classifications
A wide range of machine learning algorithms, data
fusion techniques, and classical/statistical methods are
examined for their use in classifying behaviors. These
methods and novel techniques are comparatively
evaluated for various satellite data to determine
optimal prediction techniques for binary/multiclass
classification.
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COLLABORATORS:
• Dr. Larry Pearlstein (TCNJ)
• Kristin Pratt (AFRL)
• Dr. Andrew Dianetti (AFRL)
• Dr. Jeremy Chapman (AFRL)
• William Tagliaferri (CUBRC)
• Adam Lutz
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Quantum Algorithms for
Database Systems
Nagarajan Prabakar
Associate Professor
Florida International
University
BACKGROUND:
• Exponential growth of information requires
efficient storage of data and fast retrieval.
• Current databases are incapable of
managing the large volume of data and
need to be transitioned to quantum
databases by exploiting both superposition
and entanglement features.

Search value = “red”
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Presented a hybrid solution for database search
operation with the integration of quantum circuits
and classical modules.
Implemented search on any arbitrary size of
database with a reduced number of Pauli-X gates.

• Existing quantum retrieval algorithms
require integration with classical processing
for efficient database applications.

Reference:
L. K. Grover, “A fast quantum mechanical
algorithm for database search,” in Proc. of 28th
Annual ACM Symposium on the Theory of
Computation (1996), p. 212.

METHODS:
• Create maps for database table values as
key-value pairs with numeric categorical
codes using hash functions.

L. K. Grover, “ Quantum mechanics helps in
searching for a needle in a haystack,” Phys. Rev.
Lett. 79, 325–328 (1997)

• Store the categorical codes in the quantum
store at their corresponding row number
quantum locations.

B. Kain, “Searching a quantum database with
Grover’s search algorithm”, Am. J. Phys. 89 (6),
2021, p618-626
https://doi.org/10.1119/10.0004835

• Apply a Gray code counter to reduce
quantum gates to entangle index qubits to
address the storage.
• For a given search string column value, find
the associated categorical code and apply
Grover’s algorithm to search for the
categorical code and its associated row
numbers.

Authors and Collaborators
Nagarajan Prabakar, PhD
Prabakar@cis.fiu.edu
Steven Valle
svall052@fiu.edu

RESULTS:
• Integration of classical hash maps to
transform database values into numeric
categorical codes, makes it feasible for
quantum-based database retrieval.
• Employing the Gray code counter drastically
reduces the no. of Pauli-X gates for loading
data from (n * 2n) to 2n (i.e., n times
efficient) where n = Γlog 2 RꞀ and R = no. of
rows in the table.
• Single Grover instance enables the retrieval
of row values for a given code with the
condition: 0 < frequency of the code < 2n - 1

Paul Alsing, PhD
paul.alsing@afrl.af.mil
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Attack-resilient Cyber-physical
System State Estimation for Smart
Grid Digital Twin
Semi-Definite Matrix and Lyapunov
Composition for Attack-Resilient Smart
Grid State Estimation Process
Muhammad Masud Rana
Research Assistant Professor
Old Dominion University
Norfolk, Virginia
Email: mrana@odu.edu
BACKGROUND:

AMMO BAR:
IEEE 14-bus systems and simulation results:
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 For IEEE 4-bus case, the proposed algorithm provides lower MSE compared with
existing approach. The baseline approach uses the ordinary least square
regression and suboptimal gain to estimate the grid states.
 The proposed algorithm can be able to perfectly estimate the system state within
30 iterations (i.e., iterations*step size = 0.3 sec) while existing approach requires
150 iterations (i.e., 1.5 sec).

System state estimation is a vital part of smart
grid operation and control.

For IEEE 14-bus case, similar and consistent
dynamic state response is observed over time.
Authors and Collaborators:
Ardiles-Cruz Erika
Ferris David

METHODS:

Morrone Philip

The microgrid digital twin incorporating
renewable distributed energy resources is
designed using physical and governing laws.

Based on the mean squared error principle, the
proposed grid state estimation algorithm is
proposed.

REFERENCES
[1] M. M. Rana, L. Li, and S. W. Su, “Cyber
attack protection and control of microgrids,”
IEEE/CAA Journal of Automatica Sinica, vol. 5,
no. 2, pp. 602–609, 2017.

RESULTS:
It assumes that the attacker is added FDIA into
measurements considering IEEE 4-bus systems.

[2] M. M. Rana, R. Bo, and A. Abdelhadi,
“Distributed grid state estimation under cyber
attacks using optimal filter and Bayesian
approach,” IEEE Systems Journal, vol. 15, no. 2,
pp. 1970–1978, 2021.
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[3] L. Che, X. Liu, Z. Shuai, Z. Li, and Y. Wen,
“Cyber cascades screening considering the
impacts of false data injection attacks,” IEEE
Transactions on Power Systems, vol. 33, no. 6,
pp. 6545–6556, 2018.
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Fast Hardware Accelerator for
Binary Ring-LWE PQC Primitive
Jiafeng Xie, Ph.D.
Assistant Professor
Villanova University

BACKGROUND:
It is proven that the current cryptosystems
such as Rivest Shamir Adleman (RSA) and
Elliptic Curve Cryptography (ECC) can be broken
by large-scale quantum computers executing
Shor’s algorithm. Developing secure postquantum cryptography (PQC) is in serious
need. This project aims to design a fast
accelerator for Ring-Binary-Learning-withErrors (RBLWE)-based PQC.
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Derived a new Karatsuba initiated polynomial
multiplication algorithm; Designed a high-performance
RBLWE-based PQC accelerator; Implement and
showcase the efficiency of the proposed accelerator on
the FPGA platform.

• The proposed accelerator has
smaller/comparable area-delay product
(ADP) than the existing ones
• The proposed accelerator has much faster
throughput than the newly recently designs
• This is the first Karatsuba-based accelerator
for RBLWE-based PQC
• Offers flexible processing speed choices
References:
[1] Post quantum cryptoprocessors optimized
for edge and resource-constrained devices in
IoT, IEEE IoT-J, 2019
[2] Efficient Hardware Implementation of Finite
Field Arithmetic AB + C for Binary Ring-LWE
based Post-Quantum Cryptography, IEEE TETC,
2022.
[3] Efficient Hardware Arithmetic for Inverted
Binary Ring-LWE Based Post-Quantum
Cryptography, IEEE TCAS-I, 2022.

METHODS:
• Complexity reduction for the most
computational-intensive operation

Authors: Jiafeng Xie and H. Shelton Jacinto
(AFRL)

• Karatsuba algorithm based mathematical
derivation
• Architecture innovation to map the
algorithm into hardware accelerator
• Algorithm-to-architecture mapping
technique to optimize the accelerator
• Parallel processing for faster computation
design

RESULTS:

slice

Fmax

latency

delay

ADP

Throughput

Implemented on Virtex-7 Devices
[1]

1,701

261

257

985

1,675

0.26

• Implemented on AMD-Xilinx Virtex-7
XC7V2000t and Kintex-7 XC7K325t FPGA
devices

[2]* u=2

1,881

314

128

408

767

0.627

[3] Arch-I

1,990

382

256

670

1,333

0.382

Pro. u=4

11,778

451

32

71

837

3.61

• Three selections of speed choices were
implemented

Pro. u=8

22,433

380

16

42

945

6.1

Pro. u=16

40,943

348

8

23

940

11.13

• The accelerator was coded in VHDL

*: This design does not include the shift-registers and hence has smaller area usage.
Unit for Fmax: MHz. Unit for delay: ns. Latency: cycles based on the decryption phase.
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Learning Assisted
Agent-based Energy
Optimization

Javad Mohammadi
Assistant Professor,
The University of Texas
at Austin

Problem Formulation- Economic Energy
Dispatch
INFORMATION INSTITUTE MISSION: Strengthen and expand information technology research, develop collaborative
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Up to 1.5x speedup for solving distributed
energy management problems through
leveraging learning-assisted selection of
information fusion rate

BACKGROUND:

Simulation results for solving the
Economic Dispatch problem using IEEE
300 Node (bus) test system
Convergence performance for the
handcrafted
parameter
selection
method with a fully connected
communication topology. The vertical
dashed line indicates the iteration that
convergence criteria are met. The
horizontal dashed line shows the
optimal value. 1. [a] shows λ (consensus
variable) of all agent’s thought
iterations. 1. [b] depicts λ of Node/bus
51 over iterations. 1. [c] presents the
distance between λ (consensus variable)
from its optimal value. 1. [d] showcases
the
normalized
distance
of agents’ generation from the optimal
value.

• The future of power system is distributed
• Distributed
information
processing
methods hold the promise of addressing the
needs of the future grid.
• The performance of the distributed
optimization techniques directly relies on
the tuning parameters as these constants
define the rate of information fusion.
• We propose utilizing Reinforcement
Learning
to
learn
the
tuning parameters that lead to the best
convergence performance for distributed
energy management.
METHODS:
Reinforcement
learning-based
parameter
tuning (
) for Consensus + Innovations
(C+I) method. S. and
represent state and
action of an RL (Reinforcement Learning) agent

Distributed Optimization-- Consensus +
Innovations method

Insight: The Consensus term (the first term in
the λ update) enforces agreement among all
agents while the Innovations (the second term
in the λ update) ensure that local constraints
are satisfied.

Contributors:

Take a picture to
download the full paper
RESULTS:
• Up to 50% speedup compared with
handcrafted parameter tuning

Goal: Balancing energy demand and supply at
the minimum cost
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Simulation results for solving the
Economic Dispatch problem using IEEE
300 Node (bus) test system
Convergence performance for the
Reinforcement
Learning-assisted
parameter selection method with a fully
connected communication topology.
The vertical dashed line indicates the
iteration that convergence criteria are
met. The horizontal dashed line shows
the optimal value. 1. [a] shows λ
(consensus variable) of all agent’s
thought iterations. 1. [b] depicts λ of
Node/bus 51 over iterations. 1. [c]
presents the distance between λ
(consensus variable) from its optimal
value. 1. [d] showcases the normalized
distance of agents’ generation from the
optimal value.

UT Austin: Yuhan Du, Meiyi Li, Javad
Mohammadi
AFRL Advisors: Alex Aved, Erika Ardiles Cruz,
David Ferris, Philip Morrone

Algorithm Exploration for
Predictive Control on Quantum
Computers
Kip Nieman
PhD Candidate
Helen Durand
Assistant Professor

BACKGROUND:

Wayne State University

• Advanced control algorithms often involve
solving complex optimization problems
 Model predictive control (MPC)
 Handles constraints when computing control
actions
 Determines optimal manner to operate a
physical system on-line

Project Goals:

INFORMATION INSTITUTE MISSION: Strengthen and expand information technology research, develop collaborative
relationships, and increase research emphasis in areas of information technologies for the Information Directorate.

Utilizing Modified Grover’s algorithm for
finding the optimal control action to apply to
an engineering system among all possibilities
is not straightforward

• Understand requirements and
advantages/disadvantages of application of the
amplitude amplification algorithm from D.
Koch, et al., 2021, to advanced control
(Modified Grover’s Algorithm)
 Solution space should be Gaussian or a similar
distribution
 Tuning parameter in algorithm design presents
challenges for real-world applications
Evolution of Qubit State in Amplitude Space:

Generating solution space for advanced control law

• Computation time for solving systems with
complex models or finding global optima can be
significant
• Question to be addressed: Can quantum
computers aid in solving this engineering
problem?
METHODS:
• Key components of MPC:
• Objective function (metric to minimize;
function of future system states)
• Dynamic model (predicts future system
states over prediction horizon)
RESULTS:
• Investigate distribution of solution space for
potential advanced controller
 Simplified example for initial investigation
 Optimization problem with objective
function 𝑥𝑥 𝑡𝑡𝑘𝑘+𝑁𝑁 (penalizes magnitude of
the state at the end of the prediction
horizon)
 Dynamic model: 𝑥𝑥̇ = 𝑥𝑥 + 𝑢𝑢, 𝑥𝑥 0 = 0
 Potential control inputs: Integers between
-10 and 7

• Prediction horizon: 3 sampling periods

• Solution space must be scaled from
0 to 2𝜋𝜋 in preparation for Modified
Grover’s algorithm

• 2000 integration steps/sampling period (Explicit Euler)
• Round 𝑥𝑥 𝑡𝑡𝑘𝑘+𝑁𝑁 to the nearest integer

• Generates plot of approximate number of occurrences for each
rounded value of 𝑥𝑥 𝑡𝑡𝑘𝑘+𝑁𝑁

Issues:

• Filler
phases and
scaling
factor
impact
solution;
nonobvious
how to
choose
• Final state
not
boosted
much

• Modified Grover’s algorithm has several stages:

• Transform data into form required
for generating quantum operator to
evolve qubits
• Place scaled values of 𝑥𝑥 𝑡𝑡𝑘𝑘+𝑁𝑁 in
exponentials (components of
quantum operator)
• Scale each value by a factor
(selected to be 0.985)
• Determine number of qubits 𝑁𝑁
needed to capture total number
of occurrences of solutions
• If 2𝑁𝑁 > total number of
occurrences, add filler
exponentials to quantum
operator (with phases 0.9𝜋𝜋)

• Place qubits in an equal superposition of all potential
outcomes
• Apply quantum gate based on solution space from
engineering problem (“oracle” operator)
• Apply quantum gate that inverts phases about a mean
(“diffusion” operator)
After 71 iterations,
maximum value of
objective function
will be selected with
~20% probability
Take a picture to
download the full paper • Evolution of qubit state in amplitude space shows how
average evolves with iterations

• Maximum point is distinguished from average
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•
•
•
•
•

Phases are red points
Mean is blue ×
Maximum value is a blue dot
Blue + represents filler phases
Black circle is in a constant position to show scale
1
• Centered at the origin with a radius of 13
√2
• Iterations 1, 2, 3, and 71
REFERENCES:
Koch, D., Cutugno, M., Karlson, S., Patel, S.,
Wessing, L., and Alsing, P. M. "Gaussian Amplitude
Amplification for Quantum Pathfinding." arXiv
preprint arXiv:2112.08167 (2021).
AUTHORS AND
COLLABORATORS:
Authors: Kip Nieman
and Helen Durand
Collaborators: Saahil
Patel, Dan Koch, Paul
Alsing

A Proposal for a Multiatom High
Resolution Atomic Clock Based
on Parity Measurements
Christopher Gerry
Department of Physics and
Astronomy,
Lehman College, The City
University of new York
BACKGROUND:
An atomic clock relies on the use of so-called
Ramsey interference fringes. The central fringe
is of prime importance because that is the
fringe that occurs when the driven radiation
frequency matches the atomic transition
frequency. The narrower the fringe the more
stable and precise the atomic clock.

METHODS:
Our work is theoretical and computational.
We assume the availability of an ensemble of
cold two-level atoms interacting with classical
radiation field that is near resonance with the
atomic transition. We assume the atoms are
all in their ground states and that a short
pulse of radiation creates an atomic coherent
state. This is followed by a period of free
evolution, after which another short pulse of
radiation is applied. Subsequently, an atomic
parity measurement is assumed to be
performed.

AMMO BAR:

INFORMATION INSTITUTE MISSION: Strengthen and expand information technology research, develop collaborative
relationships, and increase research emphasis in areas of information technologies for the Information Directorate.

The principal finding is that the resolution of
an atomic clock can be increased significantly
using an ensemble of cold atoms and where
atomic parity measurements are made.
In the figure below, the expectation value of the atomic parity
is plotted against the detuning between the atomic transition
frequency and the frequency of the driving radiation field.
The light blue outer curve is for one atom and the green line
is for 100 atoms. The narrowing of the peak corresponds to
the increase in resolution.

Atomic Parity: The atomic parity of an
ensemble of two-level atoms is found by
measuring the number of atoms in the excited
states and raising -1 to that power.
Based on atomic level populations alone there
is no narrowing of the signal around the
resonant frequency, as is demonstrated by this
graph which compares the case for one atom
and the case of six atoms. The curves have the
same widths.

Extra graphics

Authors:
Christopher Gerry, Lehman College
Richard Birrittella, AFRL
Paul Alsing, AFRL

RESULTS:
We find that the Ramsey fringes become
increasing narrow as the number of atoms
increases. This is shown in the figure to the
right.
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Vehicle Image Transformation in
Aerial Imagery using GANs with
Real and Artificial Datasets
Dr. Michael J. Reale
Department Chair &
Associate Professor
Computer Science
Department
SUNY Polytechnic Institute
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Graduate Student
Computer Science
Department
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AMMO BAR:
CHACAT dataset
• “CHACAT Has Artificial Cars And Trucks”
INFORMATION INSTITUTE MISSION: Strengthen and expand information technology research, develop collaborative
relationships, and increase research emphasis in areas of information technologies for the Information Directorate.

Promising results with vehicle transformation
and mask extraction using CycleGAN network
on artificial and real data

• Contains image, mask, vehicle angle,
camera angle (“altitude”), vehicle color
• Allows for random vehicle rotation, vehicle
color, camera rotation (around X axis),
lighting conditions, road material type, and
road line orientation/type
• Post-process downsampling/blurring to
make it evocative of WASABI
• Version 1: 20k training, 2k validation
(experiments shown are with this version)
• Version 2: 40k training, 4k validation, adds
cloud shadows, “companion car”, better
road textures

BACKGROUND:

• NOTE: As with WASABI, both pickups and
SUVs are classified as “trucks”

It can be desirable to transform vehicle objects
to other varieties of vehicles (e.g., trucks to
cars) in drone/satellite imagery

FID Scores for CHACAT (v1) with CycleGAN
(lower is better):

Problems:
• Enforcing vehicle consistency (angle,
appearance, shadow, background, etc.)

Train

Valid

Car-to-Truck

20.68

44.04

Truck-to-Car

11.55

33.44

Notes on Mask Prediction:

• Data amount/quality for training

• Trained on CHACAT (v1)

METHODS:

• Includes shadow by design (since shadow
could change during transformation)

• Leverage CycleGAN [1] (two generatordiscriminator pairs) and planned use of
StarGAN [2] (single pair with class labels)

• Transformation experiments do not use
mask prediction (but will in future)
• Predictions on WASABI are NOT fine-tuned
to WASABI (direct prediction)
References:
[1] J.-Y. Zhu et al., "Unpaired Image-to-Image
Translation using Cycle-Consistent Adversarial
Networks," arXiv:1703.10593 [cs], Aug. 2020.

• Use application-specific losses to enforce
similar vehicle orientation and appearance
• Leverage adaptive data augmentation [3] to
address potential data size/variation issues

[2] Y. Choi et al., “StarGAN: Unified Generative
Adversarial Networks for Multi-domain Image-to-Image
Translation,” https://arxiv.org/abs/1711.09020. 87898797. 10.1109/CVPR.2018.00916.

• Introduce new artificial dataset CHACAT
• Extract vehicle mask before transformation

[3] T. Karras et al., "Training Generative Adversarial
Networks with Limited Data," arXiv:2006.06676 [cs,
stat], Oct. 2020.

RESULTS:

Authors and Collaborators:

• Promising results in transformation
experiments
• Vehicle mask predictor shows reasonable
success

Take a picture to
download the full paper
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Professor in Electrical and
Computer Engineering
San Francisco State
University
BACKGROUND:

Python Script

PWM analog signals for crossing over different
layers
One global circuitry cell and an array of local
cells to achieve efficient neuromorphic
computing

Memristor Conductance

(e) Verification Setup: software (training) and
hardware simulation using Cadence Spectre
(inferencing)
RESULTS:
• Power consumption of the peripheral
circuits does not scale up with the increase
of the number of layers and the size of the
memristor crossbar array [1, 2].

4-Bit DLL (Global Cell)

• Memristor Crossbar Array supports the
efficient vector matrix multiplication [1].
• Power consumption and chip area of its
input and output analog peripheral circuit
could hinder the overall computation
efficiency [2].

16

(b) PWM vs. AM
signals

Phase
Detector

144

Hidden
Layer 1

144x64

Current Amp.

64

Hidden
Layer 2

64x10

Current Amp.

• To save power and chip-area, the peripheral
circuits are divided into one global cell and
an array of local cells to support parallel
operation. The global/local arrangement
save power and chip-area when the array
size and number increase.

M1

M1

M1

• The computation signal is represented by its
duty cycle of a clock (pulse width
modulation) instead of its amplitude. Nonamplitude-sensitive circuits are more
efficient than amplitude-sensitive ones [3].
• The proposed peripheral circuits avoid
power hungry DACs (Digital-to-Analog
Convertors) and ADCs (Analog-to-Digital
Convertors) in the hidden layers [1, 2].

M2

(a) PWM based dot-product engine with
input/output circuits to recognize handwritten
digits using MNIST dataset

V DD

M1

Integrate & Fire
Sawtooth Waveform
Generator

(c) Input circuit: A global DLL
and a local flipflop based
phase detector replace DACs

V DD

Current from
memristor

METHODS:

• DACs and ADCs are avoided to save power
and chip-area of the peripheral circuits [1,
2].

MUX

Input

Ocean Script
with circuit
netlist

Predicted Digits

Hao Jiang
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Hand-written
digit images

Efficient Analog Peripheral Circuits
for Memristor Crossbar Array
Based Neuromorphic Computing
System

V DD
M3

V DD Global Waveform
M5

Generator

M2
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• Nanoelectronics Lab in University of
Massachusetts at Amherst

C SH

(d) Output circuit: A global saw-tooth waveform
generator and a local comparator replace ADCs in
last year’s SFFP.

Take a picture to
download the full paper

Collaborators:
• Computational Evolutionary Intelligence Lab
in Duke University

PWM
Output

Vref

• Computation accuracy is maintained by the
analog computation variable in PWM form.

References:
1.

T. Patrick Xiao, et al. "Analog architectures for neural network acceleration
based on non-volatile memory." Applied Physics Reviews 7.3 (2020):
031301..

2.

A. Shafiee et al., "ISAAC: A Convolutional Neural Network Accelerator with
In-Situ Analog Arithmetic in Crossbars," 2016 ACM/IEEE 43rd Annual
International Symposium on Computer Architecture (ISCA), 2016, pp. 14-26,
doi: 10.1109/ISCA.2016.12.

3.

H. Jiang et al., "Pulse-Width Modulation based Dot-Product Engine for
Neuromorphic Computing System using Memristor Crossbar Array," 2018
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Development of Novel Methods
Based on Deep Convolution
Neural Networks for Signal
Classification
Qingtang (Quinton) Jiang
Professor of Applied
Mathematics
University of Missouri – St.
Louis
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Signal Classification Methods Based on TimeFrequency Analysis and Deep Convolution
Neural Networks

Very recently developed time-frequency
transforms including time-scale-chirp_rate
transform and time-frequency-chirp_rate
transform will also be used for signal feature
extraction.

The methods will also be applied to
SAR image recognition and
UAV acoustic signature identification

BACKGROUND:
Classification of moving tracked and wheeled
vehicles has civilian and military applications.
Rotating machines are widely used in modern
industrial machinery. Vibration analysis is a
reliable, cost-effective method to monitor
machine condition. In this project we are
developing techniques for vehicle acoustic and
seismic signal classification and for bearing
fault diagnosis.

Car acoustic signal

EMD

V EMD

Van acoustic signal
Authors and Collaborators:
Qingtang Jiang (UMSL)
jiangq@umsl.edu
Dr. Erin Tripp (AFRL/RITB)

METHODS:

Erin.tripp.4@us.af.mil

The empirical mode decomposition (EMD) is an
efficient data-driven approach to analyze a
non-stationary signal. We use EMD to extract
features and then use the features as the input
for CNN-based classification. We will use other
time-frequency method such that time-scalechirp_rate transform and time-frequencychirp_rate transform to extract features.

RESULTS:
We tested our method with the dataset of Case
Western Reserve University (CWRU) bearing
signals and a dataset of vehicle engine sounds.
Compared with CNN-based classifier, our
EMD+CNN-based classifier performs better for
the vehicle engine sound dataset, while it
performs a little better for CWRU bearing
signal dataset.
Take a picture to
download the full paper
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Improving Deepfake Detection
with Attention Networks
A study on how wavelet transform provide
context for capturing robust features.
Yonghui Wang
Assistant Professor
Prairie View A&M University

BACKGROUND:
Accurately identifying manipulated images is a
increasing priority in cybersecurity. Progress
have been made in detection of deepfakes, but
current state-of-the-art still has limitations
such as:
• Exclusive dependency on learned features
• Not fully explainable models
Transformers and other attention architectures
may provide a method for focusing on and
isolating relevant detection features. With the
use of wavelet we can extract texture
alterations that are a result of image and video
manipulation.
METHODS:
• Handcrafted features: Wavelets, a multiresolution analysis algorithm, is used to
extract high frequency features associated
with image manipulation.

INFORMATION INSTITUTE MISSION: Strengthen and expand information technology research, develop collaborative
relationships, and increase research emphasis in areas of information technologies for the Information Directorate.

Observations:
• High frequency components provide more
details of images

Trade off between attention and training is
expected: more attention, the longer
training.

• Fourier transform can provide frequency
decomposition, but lose spatial information,
as shown in Figure 2.

At current convergence rate, training is
expected to be completed in days.

• Various wavelet transform algorithms
provide a large pool to select for extraction
of different features which can be used for
in the proposed scheme

• Wavelet transform has both frequency and
spatial information, as shown in Figure 3.
Figure 3 also shows that real and fake faces
exhibit different high frequency
distributions

Wavelets is expected to provide context for
the attention network. It is up to the
transformer to focus on the high frequency
components.
Work in progress: Validation and Evaluation
of results.

• Vision transformer architecture is used to
correlate disjoint areas and extract more
robust features.

Figure 2

Attention

• Wavelet attention model is designed to
facilitate the learning by looking into
different frequency components.

Transformer Block

RESULTS:

Figure 3

• Wavelet vision transformer model has been
developed, as shown in Figure 1.

Feed Forward

• Model shows convergence during training.
Take a picture to
download the full paper
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