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2013 Information Cloud Reports
Dr. Keesook Han has been instrumental in successfully networking with universities

across the country in the area of Information Theoretic Secure Cloud Computing and
Cloud Auditing. She has orchestrated the publication of two textbooks with her CyberBAT
team in cooperation with Springer Science+Business Media. The first textbook of
collaborated effort is entitled High Performance Cloud Auditing and Applications*
published in September 2013. The second book is due for publication later in 2014
Many of the contributors to these textbooks are participants in the Visiting Faculty
Research Program (VFRP) through the Information Institute. These faculty members
bring expertise representing a host of universities. The following are excerpts from
reports submitted by a selection of contributing professors. For access to full reports,
please contact the Information Institute.

Yu Chen

Associate Professor, Department of Electrical and Computer Engineering, Binghamton University

Development of an Elastic Information Fusion Cloud
We are in the “Big Data” era thanks to the rapid advances in information technologies
New topics are offered in
over the past decade, which enabled pervasive information collection, high-speed data
addition to our established
areas of research. The topics, communication networks, and large scale data storage. Instead of suffering from lack
application, instructions and
of sufficient data, nowadays the challenge is another question: how can we timely
program handbooks can be
abstract useful information from the overwhelmingly increasing amount of data? This
found on our website.
is specifically important to mission critical tasks for military and civilian applications
http://www.wpafb.af.mil/
such as the situation awareness, humanitarian response, and disaster recovery. With
library/factsheets/factsheet.
the growing capability of data collection, transmission and storage, more efficient
asp?id=11339
information fusion technology is highly required over data processing, exploitation, and
Questions? Contact the
dissemination (PED).
Information Institute office
Traditional distributed data processing paradigms cannot satisfy the new requirements
in the Big Data era. Due to the complexity resulted from dynamic real-world conditions
that cannot be predetermined by the initialization parameters and initial static data.
Future information fusion solutions require systems design, coordination with users,
metrics of performance, and methods of multi-level security. In the common areas such
as environmental modeling, situation awareness, and systems-level applications, an
efficient information fusion technology is expected to possess features including high
elasticity, good scalability, and capability to support pay-as-you-go service models.
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Leading to a revolutionary change in the computing
services, cloud computing has been viewed as the
future of the Information Technology (IT) industry.
Cloud computing is promising to information fusion
community thanks to its capability of overcoming the
constraints in both software parallelism and hardware
capacities. We have proposed a comprehensive
cloud based framework for information fusion, which

Chin-Tser Huang

Associate Professor, Department of Computer Science and Engineering,
University of South Carolina

Secure Caching of Private Data in Mobile Cloud
Computing Environments
Mobile cloud computing has attracted plenty of
attention and interest because it realizes the longdesired goal of on-demand ubiquitous network access
to a scalable shared pool of computing resources,
such as servers, storage, applications, platforms, and
networks. However, along with mobile cloud computing
also come availability, reliability, integrity, and privacy
concerns.
The paradigm of cloud computing has been widely
adopted in recent years because it provides
government agencies, enterprises, organizations,
and their employees on-demand network access to a
scalable shared pool of computing resources, such as
servers, storage, applications, and platforms. Mobile
cloud computing, which combines cloud computing
with mobile computing and wireless networks, further
extends the benefits of cloud computing to mobile
users via ubiquitous network access enabled by latest
wireless connection technologies. Mobile devices
have been traditionally constrained by their limited
computing capabilities and storage. With the advent
of mobile cloud computing, mobile devices can now
draw from the cloud the resources needed to carry out
application tasks. This paradigm effectively breaks the
once indestructible chain between the user’s location,
facility, and capability, and firmly fulfills the ideal of
ubiquitous computing. On the other hand, along with
mobile cloud computing also come serious concerns
about security issues. Organizations and users cannot
trust cloud service providers unless they are assured
on authentication, integrity, privacy and availability.

Shouhuai Xu

Associate Professor, Department of Computer Science University of Texas
at San Antonio

Security Architecture for Federated Mobile Cloud
Computing
Mobile cloud computing systems are getting
increasingly popular because they can facilitate
many new applications, such as opportunistic social
computing by smartphone users who happen to
be at a scene of importance (e.g., disaster rescue),
while possibly uploading compute-heavy tasks to
the resource-rich clouds. Federated mobile cloud
computing further allows to coordinate and optimize
the services to mobile users of different clouds.
Accompanying the great deal of opportunities it
brings up, federated mobile cloud computing imposes
a diverse set of new challenges, especially from a
security perspective because the defender needs
to cope with a large spectrum of attacks. Example
security questions are: How should we better deal with
the new dimension of threats that are caused by that
smartphones run a huge population of untrusted thirdparty applications (apps)? How should we monitor
the mobile clouds for security purposes? How should
we deal with the targeted attackers that attempt to
launch attacks against the various credentials used for
authentication purposes (e.g., banking)? How should
we enhance the privacy of users when a malware
breaks into their smartphone (e.g., records of location
information?) How should the federated mobile clouds
share security information and possibly coordinate
their defense activities? In this chapter, we explore the
threat model against, and security requirements of,
federated mobile clouds computing. We then propose
and investigate a comprehensive security architecture,
which can seamlessly integrate a set of novel security
mechanisms that are tailored to satisfy the security
needs of federated mobile cloud computing.
*ISBN978-1-4614-3295-1; ISBN 978-1-4614-3296-8 (ebook)
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1 October
16 January
Early March
4 May
26 - 28 May
4 June
24 June
22 July
31 July
18 Sept

Upcoming Events

Applications Open for II Members
Application Competition Closed
Applicant Awards
Summer Program Begins
IEEE CISDA
Summer Program Introduction/Orientation
Second Summer Program Introductions
End of Year Technical Offsite Exercise (TOE)
Extension Grant Proposals Due
Summer Research Program Ends
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Humor - Too Smart for This
By: Dan Miller
The computer programmer called
his girlfriend and requested, “Please
come over here and help me – I
have a killer jigsaw puzzle and I can’t
figure out how to get it started.”
“What’s it supposed to be?” she
asked.
“According to the picture on the box,
it’s a tiger.”
When the girlfriend arrives, she sees
the puzzle pieces spread all over the
kitchen table. “First of all, no matter
what we do, we’re not going to be
able to assemble these pieces into
anything resembling a tiger,” she said
as she led the computer whiz to a
nearby chair.
“Secondly, I think you should take a
couple of deep breaths and relax.
Let’s have a cup of tea and unwind
from your tough week. Then we’ll
have to put all these Frosted Flakes
back in the box.

Eight IEEE Symposium on Computational Intelligence for Security and Defense
DATE: May 26 - 28, 2015
LOCATION: TURNING STONE RESORT CASINO
VERONA, NY
Domains of interest include:
Advanced Architectures for Defense Operations
Modeling and Simulation of Defense Operations
Security Applications
Computational Intelligence Methods

Sponsored by: The IEEE Computational Intelligence Society
December 19, 2014 - Abstract Submission (optional)
January 15, 2015 - Tutorial Proposals
February 15, 2015 - Submission of full paper
March 15, 2015 - Notification of acceptance//rejection
April 15, 2015 - Submission of final camera-ready manuscript
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