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* Introduction
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« Challenges
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Who are we?
I. M. Hacker’

Identlfy weaknesses AIS, White Hat

Evaluate design and implementation
Assess deployed software and hardware

Verify systems

Make sure they are safe and secure
Detect issues before they are found by attackers

Provide solutions

Minimize risk through threat awareness
Develop techniques to mitigate threats
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Why does RF matter?

* Cyber physical systems connect the digital world to the physical

environment

> Vehicles

Unmanned aerial systems
Communications networks
Industrial control systems
Medical devices
o Weapon systems
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« Radios are everywhere
o Smart = connected
o Connections expose attack vectors
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Vulnerability Analysis Process

RF enabled systems

 Detect the presence of RF energy

« Understand the characteristics of the signal
* Collect and analyze samples

» Develop transmit and/or injection techniques
 Craft custom payloads or messages
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The Process Has Challenges
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We have a solution!

* In-House laboratory tool designed to enable rapid detection,
analysis, and transmission of RF signals

« Modular framework that simplifies development and integration of
tools and hardware

» Repository of RF signals and attack tools
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FISSURE

« An AlS developed tool to prototype techniques and perform RF
device assessment

» A framework with hooks that enable
o Detection
o Classification
> Protocol discovery
o Attack execution
> Vulnerability analysis
o Automation

A standardized interface for open source and one-off tools
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Workflow Enabler

Scripted Installation

Limited user interaction
Dependencies managed

Checkbox package selection

Tool Storage

Hardware & Software Tools
GNU Radio Module Storage
Flow Graphs

Library Development

Attacks and Payloads

Protocol Information

Experimental Algorithms

IQ Recordings

{

S

Hardware Support

USRP B210, X310, & B205
HackRF & bladeRF
802.11x Adapters
RTL2832U
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Current Features

Work with raw 1Q data

Automation TSI Protocol Discovery Attack 1Q Data Packet Crafter Library Log
Record Playback Transfer Crop Append Overlap Resample OFDM
Crop
Original File: | /home/de 4 /F RE/IQ Rec _11MSps_2_
e R e C O rd New File: | /home/desktop4/FISSURE/IQ Recordings/80211b_11MSps_2_cropped_cropped.dat
Start Sample:
End Sample: (
® P | ay b aC k Data Type: 3 Crorpr
- View
[ ) VI eW “ /home/desktop4/FISSURE/IQ Recordings “
Data Type: Fomplex s IQ Data Plot All
Load File Plot Range

r data_hkfile.iq 0.75
e g start: | 16640

data_filufbke_cropped.iq End: 16900

data_filufbke.iq 0.50 ‘ ' |
80211b_11MSps_2_cropped.dat =
* Append o | l | :
) | ursor
% ool fl] RV 101EEL A R GetRange
e O | 2o I I —_—
ver ap ————— | E | [ Functions __]
Refresh Delete 025 1 ‘ T ‘ Magnitude
l' Inst. Freq.
‘R mol Lt
esa p e File:80211b_11MSps_2_cropped.dat el B
FFT
Size: 0.38 MB -0.75 o
Samples: 50000 33
° Analyze ; 25 7 E
Samples
‘ (_ * .i. Q E IL’_ x=70.5934 y=-0.81787
| Dashboard: OK | HIPRFISR: OK | TSI: OK | PD: OK | BRS: OK |
o]
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Automation TSI Protacol Discovery Attack 1Q Data Packet Crafter Library Log

urrent Features
Packet Crafting e —— :

Binary/Hex Data Length  Default

Preamble Hex - AAABAAAN 3z 32

Sync Binary = 110100111001 0001 1101 0011 1001 0001 32 32

Length Binary * 00010100 8 8

Destination Address Hex = FFFFFFFF 32 32

Source Address Hex - BBEBBEBBB 32 32

Port Hex A 02 8 8

Device Infarmation Hex = 03 8 8

* Recall common message formats | == = <1
g Application Payload Hex = 01D4EFBEADDE3DO002 64 64

Frame Check Sequence Hex 2488

Assembled Packet

D391D39114FFFFFFFF 033101D4EFBEADDEID00022ABE

String messages together —

Constructed Sequence

D391D391 33 3000022} FFFFEBBEBBBB02033101D4EFBEADDEID0002ZABBAAAAAAAA

T H F ) n " T S } T BBBB02033101D4EFBEADDE3D00022A8BAARAAAAADIF1D3911
Options  Hardware Graphs  Help
capy Integration

sl PO, Attac] present =Hone Som s =5 =
notdecoded= " < @
Automation s Protocol Discovery Attack 1Q Data Packet Crafter Library Log | wae[s0211Jess o e
- subtype =13 i )
[ Select Protocol: Subcategory: ;"g:a e o I
802.11x : |action 5 Ffield ©
©
Shortield (Cond) 0
Packet Editor v S o
Binary/Hex Data Length  De ©
= - sc =0
Destination MAC Hex @ | FFFFFFFFFFFF a8 i - O L ;
He, losd ="\x00 ersepadFied (Cond) 2r67)
Source MAC ex & ECOB6BAGFEI0 48 e s
BSSID MAC Hex - s i o Flagsrield (Cond) (16 bits) (<Flag 005}
] Raw Jow ReversePadField (Cond) = <Flag 0 )
Category Hex 1 00 8 load = "ymo elé {Cond) (125 eyt
Isig_rate : BRField {Cond) (4 bit
Action Hex : o0 8 motdecoded : StrLenfield
oK
Element Hex 1 00 ] Subtype - BiRField (4 bits)
type B
prok
Ferield
= Calculat o
Restore Defaults All Hex Calculate CRCs Assemble Totab 168 i6g e S
| ada2 0000000
sddrs
s
addrs )
load )
Load Data i i
Loaded: Actic o
view: |_packet.show() Isipack

Interval (s): 1

Interface: | enp2s0 i | Refresh

Loop

Dashboard: OK | HIPRFISR: OK | TSI: OK | PD: OK | BRS: OK
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Current Features

Fuzzing
« Specify Limits, Intervals, and Seeds
» Choose What to Fuzz

 Flow Graph Variables =TI & (& &
FISSURE TS_I] N, oo \—mck . L)
. Automation TSI Protocol Discovery Attack IQ Data Packet Crafter Library Log
° D ata F I e | d S single-Stage Multi-Stage Fuzzing History

Select Protocol:

Mode s /| Protocol: Mode S Modulation: PPM Attack: Mode S - Fields
. . select Modulation: Flow Graph: /home/desktop4/FISSURE/Flow Graph Library/Fuzzing Flow
Graphs/Mode_S_PPM_USRPX310_Fields.py
* blt-Level Fuzzing :
Hardware: .
Fuzzing Controls | Flow Graph Controls
USRP B210 =
Ll ] seed: |0 subcategory: | ADS-B Aircraft Identification +| | Restore Defaults AllBinary | | All Hex
« Automatic CRC Calculation | s
u 0 a I C a C u a I O ¥ Single-Stage Select Type Min. Max. Binary/Hex Data Length = Default
¥ Spooking Downlink Format () |Random = 0 31 10001 5 5
Mode S - From File -
v Sniffing/Snooping Capability & | sequential : 0 7 101 3 3
Mode S - File Sink IcAo [ |Random =+ 0 16777215 |Hex *| ABCDEF 24 24
Mode S - stdout =
v Mult-Stage Type Code & | sequential : 20 31 00000 5 5
New Multi-Stage Aircraft Type J |Random = 0 7 o011 3 3
v Fuzzi
urring Aircraft callsign @ | Random = 0 2814749... |Hex =| AAAAAAAAAAAA 48 48
Mode § - Fields -
Variables CRC [J | Random - 0 16777215 |Hex 2| 514362 24 24
Interval (sec): |1 Total: 112 112

Apply A Start Attack Not Loaded

| Dashboard: OK | HIPRFISR: OK | TSI: OK | PD: OK | BRS: OK |
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Current Features

Integrated Tools

* Previously developed attack vectors

« Known protocol support
» Reference flowgraphs

Hardware

Options

Automation TSI

Select Protocol:
802.11x
Bluetooth

FM_Radio
Garage Door

Lightbri
Mode S
RDS
SimpliciTI
TPMS
X10

802.11x - CTS Frame

Flow Graphs SDR

Protocol]

sing

Curren

Hardware Flow Graphs SDR

Options

Automation TSI Protocol

Select Protocol: Sing|
802.11x -

select Modulation: i
Default =
Hardware:

802.11x Adapter =

Curren

Attack Templates
¥ Single-Stage
¥ Denial of Service
802.11x - Smurf
802.11x - LAND
802.11x - SYN Flood
802.11x - CTS Frame
802.11x - Beacon Flood
802.11x - Deauthentication Frame
¥ Spoofing
802.11x - UDP Replay PCAP
802.11x - ICMP
802.11x - ARP Poisoning
802.11x - Beacon Frame
¥ Probe Attacks
802.11x - UDP Hole Punch Server
802.11x - Probe Request Frame
¥ Installation of Malware
802.11x - TP-Link Archer A7 Reboot
802.11x - TP-Link Archer A7 Exploit
¥ Multi-Stage
New Multi-Stage
¥ Fuzzing
Variables
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Moving Forward

* Open source
o Encourage community collaboration
o Expand capabilities
» Task automation
> Machine learning based classification
o Recursive demodulation

* Improved support
o Add more hardware
> Increase the integrated tools
o More supported OS’s
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Demonstration
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INCANIISES e
CENT
500 WATTS MAX’TAMPS 54

X10 Home Automation

* Wireless protocol to enable “Smart” home |

Build
flowgraphs

Discover Capture Replay Analyze Transmit

frequenc transmitting captures signal
q y
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Demonstration

Automatic Dependent Surveillance-Broadcast (ADS-B)
_b - = ~J

« Aircraft location tracking and reporting H
—
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Discover Monitor Capture Replay Analyze Build Fuzz data

frequency signal transmitting captures signal flowgraphs fields Tl
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